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My stake In the Wireless game

18 Years involved with network, testing and troubleshooting

Worked (and continue to work) with many test & analysis vendors
Spirent Communications

Fluke Networks -> NETSCOUT -> NetAlly -> 77

OPNET (now part of Riverbed)

Gold Partner with Ekahau
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In-country distributor for Nyansa & Efficient [P

Technologies across wired & wireless networks, application performance, security, DDI....

Dom Fitzgibbon

©@fit70z ° O °
dom.fitzgibbon@plexnet.com.au ﬁ #Nlﬁ%lgﬂbﬂg

www.plexnet.com.au
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http://plexnet.com.au
http://www.plexnet.com.au/

Using the Right equipment




But | can use FREE tooils....

There are literally loads around and to be fair some great ones and ones that should be
part of your everyday Kit!

pI3x
A:8A:20:D5:69:19

Wireless tools for Android / iPhone are great for a quick check.
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AP vendors have in-built design tools
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BUT IF THEY WERE SO GOOD THEN TEST VENDORS WOULD 6O OUT OF BUSINESS




SO0 why do we care’?

Last year Keith said this:

Difference between




Have a Lifecycle Support Plan

Get Your requirements

| Pesign the layout with correct APs

Load, capacity and roaming tests @ @ Site Survey with Spectrum, ping, iPerf
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Lifecycle Support Plan

MITIGATE...
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Wireless Medium
Network / Apps

Authentication & Control

Areas of Interest
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Plan, Design, Verify




Testing & Monitoring
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Testing

Wireless Load and Capacity Testing

What to Test?
> AP Authentication WPA/\WWPAZ2/\X/PA3, 802.1x

> Average and maximum client capacity loading

> AP stability

AP interoperability with legacy 802.11 mode
Benchmark L2-L7 throughput, Rate vs Range
Features: Roaming, Band Steering, Multi-AP mesh
802.11ax (Wi-Fi 6) network readiness

Wi-Fi Offload (AP/Hotspots to LTE/5G|
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Testing

Testing with Real Traffic & Sessions

| Test Configuration Command Sequence ‘ Network Devices | RF Interface 3-7]

Available 802.11 Interfaces and Settings
&
Interface  inchade |  Type Bandis) BW  Powerlevel Arennal | Antenna2 | Antenna3 | MCS Index
wlanl O 802.11ac 5.0CHz  20MHz  Auto On On On Auto
wlanl L) [802.1lac  |5.0CHz  20MHz  Auto On |On (On (Auto
wlan2 L) [802.1lac  |5.0CHz  20MHz _ Auto On [On [On (Auto
whn3 [J [802.01lac  [5.0CHz [20MHz  Auto On (On On |Auto
wlané W 802.11ac 5.0CHz  40MHz  Auto On On On Auto
| Access Points  SSIDs/BSSIDs UE Group Settings
BIBJ2 |+ number of Access Ponts @S]0 01 ]v] number of e Groups
= ]
UE Group Name Subscriber Range
AP 2 Access Port Name = g - ==
T } 1 @rm 11050 Sl ane
5 o2 Number of UEs
Assigned Interface
(L] Next Hop IP Address
SSID
BSSID
Authentication Type

Link Established Poll Rate (ms)

Link Established Timeout (intervals)
Link Status Poll Rate (ms)

Link Status Timeout (intervals)

v 802.11¢
[] Opportunistic Key Caching

[v] PMK Caching

ciscoPEAP v

|
J
7\l

802.1x-EAP v

L —_

100
3000
1000
5

EAP Settings...

Simultaneous, Spatially Diverse, Over-The-Air Wi-Fi testing

Test Manager
1GB or 10GB interfaces

MGMT
Interface

Aggregate Data Flows (Multi 1G/10G) x 2
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Testing

Understanding Load vs Connection Times

| Seawion Sullder | Automation Cantrel | Paxs/Fad | Port Cagture | Reports |
fem. | Colar
X

Favcrnes | Indo | Geaph L
Weassrement

Teat Summary Seasions Fuablsred

Test Summary Sessunis Peed g

Gragh 2 | Graghs 3-3%

[ Log

‘ it Valee edal
Rigrt
Ryt

Narkers

-
|

[\ VESTED

\, SPEENT
.\ -
II. N 4 ”'j’ Test Session - 21: sms/5 E10s 64 client each udp-purple-peap connect-disconnect STRTE &
.\ _ Flle Logs Reports
\ S (Overall State: 13, Waiting: Notifications, see Logs- > Errors/Wamings Tab
'-'. 4 [ Sesslon Bullder | Control ~ Pass/Fall | Port Capture = Reports = Favorites  Info ~ Graph 1 | Graph 2 | Logs
b1 o’ Rem... Color Measurement | pointvalue | y-mxis | Markers|
'-\. 5 5 X o5t Summary Sessions Established | Right | & |
X~
o |
./'.. .I
\ . , . ‘ VESTED ) w0
) - Wb - E1 — - 0 130 w0 — ~ \-
Time {93 SPIRENT \ / \
\ 7 \
\ / \
Measuresenl 1§ 19 | 20 21 \ \ ! \ / 200
Elypsed Time 4 M) 30 Seai) 4 M 45 Seals) 5 Mnis) 0 Secls) 5 Mirds] 15 Secis) 3 \ \ ;’ Y / Value
Aol Time o708 05 13:02 OF08 0517 DFORO5 1192 0708 05:15:47 o \ { N -
Star: Time Fei 3ol OF 14;12:40 CD.. Fri ol OF 14:12:40 CD.. Fri Jol OF 341240 CD_ Fri Jul 08 18;12:40 €0, \\/ \\./', Rem... Color Measurement | _point Value { Yotods | Markers |
3 X L3 Server Total s Sent/Sec (P-t Right
Anempoed Conrecs Rate (essoms Seccnd) (P-0 : : w0 2 : G s I.L: Client Total it ReceivedjSec (-1 [ uz:g»u (T
saborm Extabinhed 1re 181 1K1 182 i x108
. w4 . I L) w7 . 12
Armpted Sessizo Comects 184 384 384 334 i = — — 1
Aimemeted Sessizn Dticormects o o o o < : o A i VESTED Rl |
Seoted Session Conseds irn 381 361 332 i Time (s) SPIRENT 1
—oe
7 \C Rosad| Axis Lavets[8 [+ [ showGra] | Joe Value
Oavon | s | Run Cor
Test Case View ||1 (Wifi Offload Gateway Nodal)/ 1 / tsO:tcO I v :1

UE_IDX STATUS_OF_.... FREQ MHz |SIGNAL_DELT.. IX_RIT_RATE
Established 5785 -44 540.0 Mbit/s VHT-MCS 8 40MHz short GI VH..|




Testing

Having Historical Data for £very UE — Control Place & Data Plane

/7 Test Session - 51: sms/6 E10s 64 client each udp-purple-peap capacity- demo 1 ol
File Logs Reports
Waiting on User in Step 8_Waiting
Overall State: 8_Waiting
" Session Builder | Automation Control l Pass /Fail f Port Capture f Reports ] Favorites f Info ] Graph 1 | Graph 2 I/ Graphs 3-5 [ Logs
B Configure... 12 Query ’ =7 Generate ’ [L] Horizontal Scrolling
Test Case View |l [Wifi Offload Gateway Nodal]/ 1 / ts1:tcO I'lﬁ
\ UE_IDX STATUS_OF_CLIENT FREQ_MHz SIGNAL_DELTA_10d... TX_BIT_RATE IP_ADDR MAC_ADDR BSSID SSID
@z |EStapisnéa 5785 -48 T3.5 MDIGS VA T-M... 10.1.U.42/32 UUTILZ23344:7€ |UU4Z68:007210 |purple-peap
|43 Established 5785 -49 13.5 Mbit/s VHT-M.../]10.1.0.43/32 00:11:22:33:44:7f 100:42:68:00:72:fb _ |purple-peap
|44 Established 5785 -49 13.5 Mbit/s VHT-M.../10.1.0.44/32 00:11:22:33:44:80 00:42:68:00:72:fb |purple-peap
45 Established 5785 1-48 13.5 Mbit/s VHT-M... 10.1.0.45/32 00:11:22:33:44:81 00:42:68:00:72:fb  purple-peap
4 ——re— e — e e e e Tea LDl e p————— -
e nio Query Hesults for m oa ateway a s1:1Cl
4‘75 ® ® UE Info Q Results for 1 [Wifi Offload Gat Nodal}/ 1/ ts1:tcO
f [] Horizontal Scrolling
50 UE_IDX LOGTIME COLCHANGED COLVALUE
51 |45 14:14:11.959045 TX_BIT_RATE 13.5 Mbit/s VHT-MCS 0 40MHz VHT-NSS 1
52 |45 | 14:13:56.959176 SSID purple-peap
53 |45 14:13:56.959140 TX_BIT_RATE 18.0 Mbit/s
54145 | 14:13:56.959101 [FREQ_MHz 5785
55 45 1 14:13:56.959048 SIGNAL_DELTA_10dBm -48
56 |45 1 14:13:55.959362 [IP_ADDR 10.1.0.45/32
57 |45 14:13:55.959247 BSSID 00:42:68:00:72:fb
58 |45 14:13:55.959208 STATUS_OF_CLIENT Established
59 |45 1 14:13:55.959105 |STATUS_OF_CLIENT [Authenticated
60 |45 | 14:13:54.459051 STATUS_OF_CLIENT Associated
61 145 14:13:05.755484 STATUS_OF CLIENT Authenticate
62 |45 1 14:13:05.444566 'MAC_ADDR 00:11:22:33:44:81
63 145 1 14:13:05.444506 |STATUS_OF_CLIENT




Testing

Wireless load and Capacity testing
What about iPerf?

o @reat for quick testing. Not always reliable past about 350-500 Mbps
> Will tend to detect problems more-so than a tangible throughput result

o Should not be used as a definitive test result

LAN of Hope and Glory* [T
| et N 2

G =
| e &

(= 5 W

LAN of Hope and Glory*

LAN of Hope and Glory*

/N
< | Connect to LAN of Hope and Glory ?

[LE) [LE) e
SSID LAN of Hope and Glory SSID LAN of Hope and Glory | ss1p LAN of Hope and Glory
1
BSSID Ubiquiza2:58:0c iPerf Server Address 192.168.100.218 [ | perf Server Address 192.168.100.219
Link Uptime 0:00:54 Avg. Up Speed 288.5 Mbps Avg. Up Speed 241.7 Mbps
Connection Established Max Up Speed 43z.0mbps @ Max Up Speed 277.0Mbps @)
1P Address 192.168.100.220 Avg. Down Speed 259.3 Mbps Avg. Down Speed 238.1 Mbps
Il LAN of Hope and Glory | MCS 7 | Ch 52 | -49 dBm | 802.11ac 1 Max Down Speed 332.0 Mbps 0 Max Down Speed 273.0 Mbps 0
FC:EC:DA:A2:58:0C 5 GHz | 802.11ac | 1300 Mby PHY Data Rate 877 Mbps PHY Data Rate 877 Mbps

LAN of Hope and Glory

Signal Level
Ubiquiti Networks Inc.

Signal Level -61dBm

Excellent 52 (80) 878 Noise Level

Signal Quality Channel Mbp

Noise Level -95 dBm

SNR 35dB| ] SNR 34dB

Retry Rate 2%

Retry Rate 2%

for this ne
—T

dom@Doms-MacBook-Pro-2 ~ % iperf3 -c 192.168.100.218 -R
Connecting to host 192.168.100.218, port 5201
Reverse mode, remote host 192.168.100.218 is sending

5] local 192.168.100.158 port 55137 connected to 192.168.100.218 port 5201
ID] Interval
1

ID] Interval

5]
5]

0.00-10.00
0.00-10.00

ID] Interval

.00-1.
.04-2.
.00-3.
.00-4.
.00-5.
.00-6.
.00-7.
.00-8.
.00-9.00
.00-10.00

ID] Interval

51
51

0.00-10.00
0.00-10.00

sec
sec
sec
sec
sec
sec
sec
sec
sec
sec

sec
sec

Transfer

69.8 MBytes
64.2 MBytes
59.4 MBytes
58.7 MBytes
61.1 MBytes
65.7 MBytes
70.4 MBytes
65.3 MBytes
55.2 MBytes
63.6 MBytes

Transfer
644 MBytes
633 MBytes

Bitrate

585 Mbits/sec

538 Mbits/sec

498 Mbits/sec

492 Mbits/sec

513 Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec

Bitrate
540 Mbits/sec
531 Mbits/sec

dom@Doms-MacBook-Pro-2 ~ % iperf3 -c 192.168.100.218
Connecting to host 192.168.100.218, port 5201
5] local 192.168.

sender
receiver

100.158 port 54994 connected to 192.168.100.218 port 5201

sec
sec
sec
sec
sec
sec
sec
sec
sec

sec
sec

Transfer
31.6 MBytes
25.7 MBytes
31.1 MBytes
31.8 MBytes
29.5 MBytes
29.1 MBytes
29.2 MBytes
29.5 MBytes

MBytes

MBytes

Transfer
309 MBytes
308 MBytes

Bitrate
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec

Bitrate
259 Mbits/sec
258 Mbits/sec

sender
receiver

Server address

Server port

Transmit mode Upload | Download
Streams 5

Test duration 30s  5min

407 Mbits

min: 251 m 6

Server address 192.1

Server port

Transmit mode Upload | Download

Streams &

Test duration 30s 5 min

377 Mbits/s

min: 301 max: 1




Testing

When it Goes Wrong - Y.1564 Tests Help!

Overall Results

Overall Status Throughput (Mbps) Frame Loss Latency (ms) Jitter (ms) Avail Unavail
Min Avg Max Count Ratio Min Avg Max % Min Avg Max Yo % Seconds

Service (Upstream) Started at, o+ 488856:41 PM - Finished s#T7TT0"8§;26:42 PM

€4 Overall Results 0 6.806867 2).797494 33,889,541 0.9309157 2 194 16565 98.65147 0 1.325 25089.521 99.87363 0 1800
Service (Downstream) Started a#=0776Q5:56:41 PM - Finishgeratr 07748 06:26:42 PM

Q Overall Results 0.18647 53.382265 91).223491 16,380,641 0.4499061 1 259 16463 97.41963 0 0.132  4943.778 99.99535 48.83 921

Overall
e
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Overall | f 17500
6255 a2eom

6:25 PM

15,000

.)))

40MHz Channels
Only 2 x Channels Used
1 Spatial Stream

‘ N J ((T))

5.000 o 3 clients < ]OMbpS
2,500 Latency Threshald: 32 clossings(0/7) e ‘ ) ) 2 ' t ~ IOMb
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6:00 PM 8:05 PM 6:10 PM 8:15 PM 6:20 PM 8:25 PM




Security Testing

Pen Testing / Data Breach Assessment Approach

What about my Security Posture?
> Can a hacker jump from Guest Wi-Fi to Corporate Wi-Fi or Internal DMZ?
> Are there vulnerabilities in DHCP servers can be exploited?

> Are switches, routers, firewalls all adequately patched?
o |s corporate Wi-Fi easy to get into? Poor authentication security.

- \Q/ﬁ‘

Kali Linux




Security Testing

4/7 Situational Assessments

ools are available to have devices constantly doing security assessments

Results Summary -~
Findings [®] zones @m Devices
- 4 CopaN @ MyouTI @
- 2
— 8 Internal DMZ e My DUT3 -
13
= 5 °
= 7
Attack Plan Data -~
= MyDUT1 -~
@ Corp LAN: 5 Scenarios == P @ Internal DMZ Q)a
1y Attacker Agent Atacked Agent
Blocked (70) 60% (D :0% Not Blocked (70) | Findings
Critical 0 High . 1 Medium 0
Low 0 Malware ® 1 sensitive ® 1
| Scenario Name (5) | Category/CVEID Start Time Attacker IP | Target 1P First Reported Issue Status Severity | Result Event Actions
App name here Microsoft 20190121 T11:30 | 11111 11110 NA NA NA | Bloked | Matched =
Attack name here 20120391 20190121 T11:40 | 11411 11010 NA NA I cocec  watcnes =
Attack name here 20120391 20190121 T11:50 | 11411 11110 New A Not Submitted NotBlocked Not Matched
sensitive Data here 20120391 20190121 T11s5 | 11401 11010 2019012171201 Open IESEET notslocked  NotMatched
Maiware name here Maware 20190121 T1201 | 11411 11110 2019012170134 | 4 Reopened | [EENEREN NotBlocked | NotMatched
= MyDUT2 .
@ Guest WIFI: 5 Scenarios == » @ Internal DMZ Q) a
y Atacker Agent Atacked Agent
Corpo rate Blocked (70) 60% (G 0% Not Blocked (70) Findings
Critical 0 Hgh . 1 Medium 0
| scenario Name (5) | category/cve D Start Time Attacker P | Target P First Reported Issue Status Severity | Result Event Actions
Internet App name here Microsoft 2019012171130 | 11111 11110 WA NA NA | Blocked Matched =
Attack name here 20120391 2019012171140 11411 11110 NA WA =N oo Matched
Attack name here 20120391 2019012111550 | 11001 11110 New A\ Not submitted NotMatched  NotMatched =
Sensitve Data here 20120391 20190121 T1155 | 11111 11110 2019012171201 Open IEZET NotMatched  NotMatched

Malware name here Malware 2019012111201 10011 11000 201901217013¢  Reopened  [EREZ Running..  Running...







Monitoring

People in the past have spent >$ 1M in network monitoring tools

> There are a plethora of vendors with solutions that address networks,
applications, dev ops etc.

° It is commonplace to monitor a network, even if it is something as
rudimentary as SNMP or Flow based metrics

o Wi-Fi is a very different scenario

AP vendors have their in-house tools

> Depending on what they are they vary in quality and information
> AP vendors don’t play well with other AP vendors!

Being able to have an historical, correlated view is becoming critical




Monitoring

How best to monitor Wi-Fi?

Multiple sources of information is key:
> Telemetry data from Wireless LAN Controllers is important

> SNMP
> NetFlow, jFlow, sFlow, whateverFlow, etc is also useful ,(‘.‘[2
o Packet data is critical !l \.\
> So is the ability to look at these metrics in a correlated view //.
fﬁli’l
Why

o Traditional networking tools treat the Wireless medium as a black hole. We
know there is a problem but don't really know why

> With the types of wireless networks it would be great to pinpoint an issue to
a floor or even a single AP

o There are a lot of additional issues around wireless environments



Monitoring

Application Performance on wireless clients is poor but it isn't Wi-Fi
o Without Packet Data (or intelligent metadata) it's hard to work out the issue

9 ovenll

Network History

=] Openin ~

YA METRIC FILTERS

=Y eeeskusers

Client Microsoft Office365 Performance Add Filter

. //\‘\ \

06/02 06/05 06/08 06/11 06/14 06/17 06/20 06/23 06/26 06/29 07/02 07/05 07/08 07/11 714 0717 07/20 07/23 07/ 07/29 08/01 08/04 08/07 08/10 08/13 08/16 08/19

12:00AN  12:0AM  12:00AN  12:00AM  12:00AM  12:09AN  12:00AM  12:00AN  12:00AM  12:00AN  12:00AM  12:00AN  12:00AM  12:00AN @OAM  12:00AW  12:00AM  12:09AM  12° N 12:00AM  12:09AN  12:00AM  12:00AN  12:00AW  12:00AM  12:00AN  12:00AM

-~ inousTRY sencHmARk |OFF - nTernaL sencumark |OFF | A\ incioenTs | oN © anworations | oN | usaceievel | HiGH

P1/P2 INCIDENTS ¥ FLTER “OTATIONS

sion randomization on firewall

Configuration Changed (Wian Profile)

Are No Incidents For This Filt nge The Settings Above.

Configuration Changed (Wian Profile)

Configuration Changed (Wian Profile)

MANUAL ANNOTATION

() 06/01/19 @ 06:30 PM - 08/31/19 @ 06:30 PM

08/25 08/28

12:00An  12:00A0

ADD NEW

-31.6% CHANGE

-0.2% CHANGE

-0.2% CHANGE

-0.1% CHANGE




Monitoring

Benchmark your Environment
> From new, before/after an upgrade (ie. 802.11ac to 802.1 1ax migration|)

Benchmark Details  [ER werst  [JS11GRRAIS 2 vt -

METRIC:

[ —

ROOT CAUSE COMPARISON B centours (1)

HIGH AP TO CLIENT L2 a HIGH NUMBER OF CO-CHANNEL e CLIENTS MOVING DURING POOR ¢ zrion {OM ROGUE APS STICKY CLIENTS HIGH NUMBER OF CLIENTS USING S OF NON WLFI NS 5 S .
el HIGH CO-CHANNEL INTERFERENCE ROE POOR COVERAGE. NG O HIGH CHANNEL UTILIZATION INTERFERENCE FROM ROGUE AP STICKY CLIENTS MBER OF CLIENT L5 OF NON WI-FI NOISE DFS DISABLED BAND-STEERING DISABLED

SITE 432-0 (155,882 HOURS) 26% (72,757 HOURS) 14% (39,412 HOURS) (32,424 HoURS) 102 HOURS) 8.1% (23,156 HOURS) 7.6% (21,742 HOURS) (18,138 HOURS) (5,693 HOURS) 1.9% (5,480 HOURS) 0% (0 HOURS) 0% (o HOURS)

SITE 462-0 (263,526 HOURS) < 0.1% (11 HOURS) 8% (13,151 HOURS) 12% (40,614 HOURS) 737 HoURS) 2.8% (9,833 HOURS) < 0.1% (29 HOURS) (33,958 HOURS) 0.6% (2,105 HOURS) 0.2% (601 HOURS) 0.3% (1,017 HOURS) 0% (o HoURS)

SITE 561-0 (143,092 HOURS) 3.9% (8,739 HOURS) 1% (49 HOURS) 53% (119,170 HOURS) 086 HOURS) 10% (22,945 HOURS) 1.4% (3,240 HOURS) (18,377 Wours) 2.1% (4,791 HOURS) 3.2% (7,128 WouRs) 0% (0 HouRS) 12% (26,308 WoURS)

SITE 368-0 (76,891 HoURS) 20% (28,233 HOURS) 9% (9,934 HOURS) 6.7% (9,721 HOURS) (23,562 HOURS) 5.4% (7,842 HOURS) 8.4% (12,130 HOURS) 4.9% (7,025 HOURS) 1.6% (2,379 HOURS) 1.4% (2,011 HOURS) 0% (0 HOURS) 0% (o HOURS)

OVERALL (77,838 HOURS) < 0.1% (11 HOURS) 9% (4,320 HOURS) 24% (26,798 HOURS) 3.7% (4,145 HOURS) 0.5% (1,021 HOURS) < 0.1% (7 HOURS) 3.4% (3,749 HOURS) 1.1% (1,195 HOURS) 0.5% (557 HOURS) 0.1% (115 HOURS) 0% (o HoURS)

SITE 668-0 (102,467 HoURS) (15,686 HOURS) * (1,063 HOURS) 15% (21,142 HOURS) 8.2% (11,715 HOURS) 1.6% (2,241 HOURS) 2.4% (3,469 HOURS) (2,659 HouRS) 1.9% (2,670 HOURS) 2.9% (4,176 HOURS) 0% (0 HouRS) 9.7% (13,896 HOURS)

SITE 531-0 (49,611 HOURS) 1% (7 HouRS) 3% (2,638 HOURS) 55% (64,157 HOURS) 9% (10,474 HOURS) 8.3% (3,650 HOURS) % (0 HOURS) 23 (2,293 HOURS) 1.3% (1,519 HOURS) 0.3% (371 HOURS) 11% (12,414 HOURS) 0% (o HOURS)

SITE 535-0 (169,015 HOURS) 1.5% (3,554 HOURS) 1% (58 HOURS) 201 (47,843 HOURS) 11% (24,579 HOURS) 0.6% (1,388 HOURS) 0.6% (1,348 HOURS) 2.8% (6,426 HOURS) 12% (27,069 HOURS) 0.1% (167 HoURS) 0% (0 HOURS) 0% (o HOURS)

(52,572 HOURS) 6% (4,447 HOURS) » (42 HOURS) % (3,663 HOURS) 6.7% (4,918 HOURS) (1,463 WouRs) 13% (9,677 HOURS) 1% (770 HoRS) 0.2% (120 HOURS) 0.1% (74 HoURS) 6.4% (311 HOURS) 0% (o HouRs)

0% (o HOURS)

SITE 671-0 323 (27,783 HOURS) 0.5% (421 HOURS) 0.1% (2 HOURS) 3.9% (3,397 HOURS) 0.4% (327 HOURS) 0.2% (195 HOURS) 3.8% (3,372 HOURS) 1.3% (1,158 HOURS) < 0.1% (32 HOURS) 0% (0 HOURS)

0.4% (19 HOURS) 0% (0 HOURS) 20% (1,049 HOURS) < 0.1% (1 HoURS) HoURS) 0% (0 HOURS) 0% (0 HOURS)

E E EEEEEEEREEN
E B B EEEEEEEDR

SITE 681-0 L34 (491 HOURS) 0% (0 HOURS) 5% (183 HOURS) 63% (3,358 HOURS) 3.9% (206 HOURS)




Monitoring

Understand what is providing poor performance
> Know the group, the SSID, the AP, what type of clients...

() 11/12/19 @ 06:30 PM - 11/26/19 @ 06:30 PM  TODAY

Q Overall &

@ Clients had poor Web performance

Return To Incidents Go To Health & Remediations Go To Historical Analysis

Don't agree with the priority of this incident? Change Priority

Incident Summary: for 11-13, 3:15 pm - 4:15 pm =t

Affected

@) 158 out of 2.920 clients affected (5.4%) 104 CLIENTS 36 CLIENTS 8 CLIENTS 5 CLIENTS
66% 23% - 5.1% ° 3.2%
1 2
104 CLIENTS 36 CLIENTS 8 CLIENTS 5 CLIENTS
3.2%

%  Compared to normal/baseline, 36 times as many clients were affected.
66% 23% - 5.1%

&8 Internet link or wired LAN congestion - 104/158 Clients (66%)
Thu MNovember  Nov 03 Tue 05 Thu 07 sat 09 Mon 11 Wed 13

SHOWING BASELINE TREND FOR % OF CLIENTS EXPERIENCE THIS INCIDENT
POTENTIAL ROOT CAUSES:
o Internet link or wired LAN congestion
POTENTIAL ROOT CAUSES: NEXT STEPS:

JRleCciEn s s peormance 1 Poor wireless performance is caused either due

TOP CLIENT PROPERTIES
RF BAND AP MODEL 0S AND VERSION AP GROUP
5GHz 0 Aruba AP-3 y-66656

152 CLIENTS 86% / 136 CLIENTS 50 CLIENTS 11% / 17 CLIENTS

Ssip
[CEY(RERE]
2 S
2 CLIENY to poor signal or high layer 2 retransmits. Check
client details for additional information.

SYMPTOMS:

TCP Reliable Site TCP Reliab SYMPTOMS:
Retransmits

servicenow
Wi-Fi perf AP Roam 5Ghz band

View Log

Wi-Fi perf




Monitoring

Health and Remediation

Q ovenll

> Why is coverage poor, and filter down on main offenders

Health & Remediations | 'S openin ~ B
MET] FiLT INCLUDE EXCLUDE
Client Wi-Fi Performance Add Filter [ Root Cause: Poor coverage [

Custom Group: Location A B

RE Band: 2.4 G
CLIENT HOUR BREAKDOWN

[SECYOW Client Hours (#)
ROOT CA: CLIENT

¥ Host-36372
Host-263643

Host-454460

AccessPoint-307828

. Host-263643
Including 1 Filters &

RF BAND MODEL
acme-curly 5GHz

¥ acmedlary

¥ iphone

Android

Windows

@) Excluding 1 Filters

Linux

AP MODE:

Aruba Al

URVEY THE PROBLEMATIC AP

Aruba AP-225

Including 1 Filters &



Monitoring

Health and Remediation
> DFS events adversely effecting the wireless environment

Q oOverall =

Health & Remediation =] Openin v

12 Worst Old Channels:

METRIC FILTERS:
729 CLIENT HOURS

Access Points Detected Radar Signal Add Filter

CLIENT HOUR BREAKDOWN  Relative (%)

ROOT CAUS F AP GROUP CUSTOM GROUP

CLIENT HOUR:

CLIENT HOURS

Y Changed Channel due to Radar/DFS event 1,148 Y Parkside-982 3 CLIENT HOURS
AccessPoint-303032 Church-1

CLIENT HOURS

sPoint-195496 Albion-345617
AccessPoint-471394 Sherbourne-66295

AccessPoint-471956

CLIENT HOURS
OLD CHANNEL

CLIENT HOUR)
Y 116
CLIENT HOURS

CLIENT HOURS

CLIENT HOURS

2:39:41 P0
5GHz

Channel Change
CH.116— CH.44
2:39:41 P10

5 GH

Radar D

2:39:14 P10

s
Chan

CH. 44— CH. 116

116 CH. 44
7:34:17 AN
s

Rax

7:27:14 AN

Channel Change

CH. 44— CH. 116

6:28:38 AN

Radar Detected

6:28:12 A0

4:46:19 AN
GHz



Understand the Ecosystem

\_7 s o A% ‘~.
, . P WY .
“There's another classic example of someone having a two-tnch é\h“s““‘ Fand us having

installed only one-inch piping.”




DNS, DHCP, Auth, Backhaul

Many complaints about Wi-Fi come down to DHCP or DNS
o If you have authenticated, then it's not Wi-Fi — well not completely

> Has DHCP pool exhaustion occurred — does your DDI solution help you here?

> Are your DNS servers responding and operating efficiently. Are they sized correctly?
PIE S

C DHCP treeview

[ @ Servers v4
@ & Scopes v4
[ @ Servers v6
= & Scopes v6

192.168.100.10

IP address

® 192.168.100.102
@ 192.168.100.103
@ 192.168.100.105
@ 192.168.100.106
® 192.168.100.107
@ 192.168.100.108
® 192.168.100.110
® 192.168.100.112
® 192.168.100.114
@ 192.168.100.115
@ 192.168.100.117
@ 192.168.100.132
@ 192.168.100.140
® 192.168.100.150
® 192.168.100.157
® 192.168.100.198

O00O0OO0OO0ODO0OO0OO0OO0O0OO0OO0OOoOog]

Workflow

Servers: dhcp.plexnet.local ))

C EACEERm

Full MAC address

Scopes: 86 Weston

192.168.100.0/24

MAC vendor

¥ Texas Instruments
M Ubiquiti Networks Inc.

% Ubiquiti Networks Inc.
— = Intel Corporate
#=T Intel Corporate
== Apple, Inc.

- Apple, Inc.
S Apple, Inc.

Range
| _
[J *»192.168.100.100-192.168.100.199

% Apple, Inc.
= NetScout Systems, Inc.

Ranges: 192.168.100.100-192.168.100.199

Start
|
02/12/2019 12:44:08 03/12/2019 00:44:08

02/12/2019 02:37:57 02/12/2019 14:37:57 Office-Rear
02/12/2019 08:23:37 02/12/2019 20:23:37 Galaxy-S9
02/12/2019 02:38:13 02/12/2019 14:38:13 Office-Hall
02/12/2019 09:20:17 02/12/2019 21:20:17 Gloria-PC
02/12/2019 10:11:51 02/12/2019 22:11:51 Sergio-Thinkpad
02/12/2019 12:08:27 03/12/2019 12:08:27 Atari-2600
02/12/2019 10:11:29 02/12/2019 22:11:29 SergioTab
02/12/2019 10:38:31 02/12/2019 22:38:31 Doms-MBP-2
02/12/2019 10:32:29 02/12/2019 22:32:29 Doms-iPad

Failover channel

N/A

02/12/2019 13:24:52 03/12/2019 13:24:52 Doms-AppleWatch
02/12/2019 10:22:42 02/12/2019 22:22:42

® All statics

Percent res in

|
6% G 0d11:14
90% e, 0d1:8
42% Gl 0d6:54
90% e, 0d1:8
35% G 0d7:50
27% @ 0dB8:42
6% Gy 0d 22:39
275 s 0d 8:42
24% @l 0d9:9
25% @ 0d9:3
-
16.0% Sl
0% 0d23:55

26% @ 0d8:53

v kO] B e

00K
Q0K
Q0K
Q0K
00K
Q0K
Q0K
Q0K
Q0K
00K

Q0K
Q0K

Status

Q0K




DNS, DHCP, Auth, Backhaul

Backhaul is also starting to become of more importance
> As APs move from AC to AX the need for higher backhaul speeds are required

> Are you set up to run NBASE-T?

> Have you tested the backhaul.
> All our testing discussion was around the wireless medium but have the wired connections been tested.

> |Is the DC environment coping with increased traffic / users / applications
> Has all this been benchmarked? Do you know the performance of your applications?

4

TEST IT !!




Al, Root Cause, Single Pain of Glass*™

Be aware of marketing hype.....

Al is really just machine learning (ML).
> Some vendors do it very very well
o |It's historically based using advanced analytics — pseudo Al!

> Can provide an ‘Expert’ level of information to assist where to start ‘* ““ll

Root Cause Analysis
> There is no magic bullet!
o Usually derived from multiple tools through ‘fault domain isolation’

Single Pain of Glass
> UGH!

o Everyone uses it, but unless you have a massive screen then you won't get it.

* We hate this phrase so much our PlexNet Tech Blog is called ‘Single Pain of Glass’




\§

Useful Tools

FREE OR LOW COST




ome cool low-cost tools - Mac

en0: Scanning | pl3x

7A:8A:20:D5:6C:7B 5 GHz | 802.11ac | 1300 Mbps

pl3x

Ubiquiti Netw

* Al Q-
¥ Y Network Name BSSID Network Name Vendor signal v Channel Channel Width  Band Mode Max Rate Security
MADHU ¥ Ubiquiti:D#:6C:7B pl3x M Ubiquiti Networ . -34 dBm 3 2.4,5GHz a/b/g/n/ac 216.7, 1300 Mb. WPA2 (PSK)
Gl L) 78:8A:20:D4:6C:7B pl3x Ubiquiti Networks Inc. -34 dBm 2.4 GHz b/g/n 216.7 Mbps WPA2 (PSK)
3:\?“3;;2" :8A:20: 3 pl3x Ubiquiti Networks Inc.  -41 dBm 5GHz a/nfac 1300 Mbps WPA2 (PSK)
pi3x e Z 7 ! <L

P — 78:8A:20:D4:69:19 pl3x Ubiquiti Networks Inc. ~ -48 dBm 20 MHz 2.4 GHz bjg/n 216.7 Mbps  WPA2 (PSK)

7A:8A:20:D5:69:19 pli3x Ubiquiti Networks Inc. -61dBm 80 MHz 5 GHz a/n/ac 1300 Mbps WPA2 (PSK)

Excellent 149 (80)

¥ Y Mode
802.11a/n/ac 10:0D:7F:E6:AE:3D OPTUSVD3669468 Netgear Inc. -77 dBm 20 MHz 2.4 GHz b/g/n 216.7 Mbps WPA/WPA2 (PSK)

anne

802.11b/g/n 88:CE:FA:7D:0E:74 MADHU Huawei Technologies -82 dBm 20 MHz 2.4 GHz bjg/n 144.4 Mbps WPA/WPA2 (PSK)
¥ ¥ Channel Width C8:51:95:3B:89:60 TPG-3NTX Huawei Technologies -82 dBm 20 MHz 2.4 GHz b/g/n 144.4 Mbps WPA/WPA2 (PSK)
20 MHz A ™ . ; A
COLLE 80:2A:A8:A4:10:41 Wl Ubiquiti Networks Inc. 20 MHz ajnjac 173.4 Mbps  WPA2 (PSK)
Security
WPA/WPA2 (PSK)
WPA2 (802.1X)
WPA2 (PSK)
¥ ¥ Access Point
Huawei:3B:89:60
Huawei:7D:0E:74 Spectrum

No better channels to recommend for this network.

UNIL2

Ubiquiti AA‘.TO'.M \X/i_Fi S i g na I

Ubiquiti:D#:69:19
Ubiquiti:D#:6C:78
¥ ¥ Vendor
M Cisco Meraki Ubiquiti:D5:6C:7B
Huawei Technol...
N Netgear Inc.
9l Ubiquiti Networ...

L B e !
36 40 44 48 157 165
@ pi3x, Ch. 149 @ 80 MHz

Networks Found: 11, Displayed: 11 (100%)

Wi-Fi Explorer Pro https://www.adriangranados.com



https://www.adriangranados.com/

Some cool low-cost tools - Windows

L@ Winfi Lite 10

62:45:B0:51:D]

FEECDAA252:4A

98:DACATDTFIA
FEECDAAT:58:0C

IA30DIBCERAE
7TA30:D9:BCBFAD
FCECDAATS80C

1:95313
FEECDAAT:S52:4A
7TA30:D9:BCBFAT
08:86:3B:£2:48
62:45:B2:10747E

E03F49:72:

«

Do Spectrum

P porameters

((©) Analyze B Archive
20 702 Mbps

Radios Connected
Network Name

<-HIDDEN->

<-HIDDEN->

DEN->

TelstraEA14F2

WFi-TF9A

<-HIDDEN

<-HIDDEN->
Wii

LAN of Hope and Glory

nd Glory
PG-TY7V.
It hurts when IP
<-HIDDEN->
Telstra Air
belkin.9c
<-HIDDEN->

ASUS

FCECDAA258:0C LAN.of Hope and Glory

LAN of Hope and Glory  CH 52 (52-64) / 80MHz  802.11 ac
FGECDAA2S80C 045/ 5 GHz /5260 MHz  ehi/5.Gen
Vendor Name sI Beacon
W ] ioeams
[ | 1024 ms
Ubiquiti Networks Inc. W] 1024ms
quiti Networks In dém
52 dBm 1024 ms
Sagemcom Broadband S 79 dBm 1024 ms
Tp-Link Technologies 82 dBm 1024 ms
30 dBm 1024 ms
dm 1024 ms
dBm 102471
Ubiquiti Networks Inc -28dBm 1024 ms
Tp-Link Technologies 69 dBm 10247
Ubiquiti Network -59 dBm 102.4 ms
Huawei Technolor dBm 10047
Huay -81dBm 1024
64 dBm 1024 ms
85 dBm 10247
Belkin International Inc. -84 dBm 1024 ms
87 dBm 1024 ms

MPUTER INC. 77 dBm 1024

M History O Dashboard |2 Signals £ Notes

WinFi - Lite

MCS Rates

24GHz

1024 ms Uptime

32.5/1300 Mbps  AES/AES/PSK  05d 16:24:43

Min Rate

0Mbps

32.5 Mbps.
2.5 Mbps.

7.2 Mbps
7.2 Mbps
7.2 Mbps

7.2 Mbps
7.2 Mbps.
7.2 Mbps
72 Mbps

0Mbps
7.2 Mbps

MaxRate  Band Width d mendmen
0 Mbps
00 Mbps
Mbps

00 Mbps
144.4 Mbps 20 MHz
144.4 Mbps G 20 MHz
2167 Mbps 20 MHz
2167 Mbps 6 20 MH:
2167 M Gl 6 20 MHz
2167 Mbps G 20 MHz
1444M
2167 Mbps
144.4 Mbps
1444 M 04us
2167 Mbps 20MHz 04
7™ 6 0MHz  04ps
144.4 Mbps G 20 MHz
0 Mbps 20 MHz
Mbp: 20 MHz

Signal Filter o x
Ubiquiti Networks Inc. 52 (52-64) / 8@MHz ac 32.5/1300 Mbps
°

SGHz EEEE N

v O®@ L

Settings
+ Data Grid
— Profiles
New Profile New Default Profile

| Auto Save Profiles

+ Visuals

https://www.helge-keck.com/download.html
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https://www.helge-keck.com/download.html

Some cool low cost tools

WLAN Pi
* iPerf 2/ 3 Server
* Kismet

* Speedtests

Great for Ekahau Throughput tests or any device that requires
an iPerf 2 or 3 server

https://www.wlanpi.com



https://www.wlanpi.com/
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@fit70z
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